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What is Luthier?

= An open-source dynamic binary instrumentation (DBI)
framework targeting AMD GPU compute applications

" Supports:

®* [nstrumentation at the device ISA level

Injection of high-level device functions and low-level assembly instructions

Inspection and modification of ISA visible state

Selective instrumentation of kernels

All ROCm-compatible GPU runtimes (e.g,, OpenMP, OpenCL, HIP,
Kokkos, SYCL)

®* Built using AMD ROCm components

= Can be used with other ROCm tooling libraries (e.g., rocprofiler-sdk)

: - - t3 i /Luthj
= Provides a fully transparent and debuggable instrumentation process O matinraayai/Luthier
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https://github.com/matinraayai/Luthier
https://github.com/matinraayai/Luthier

How Luthier Tools Work

Target AMD GPU Application

Luthier Tool () Kernel
launch

(1) Install API table entry
wrappets on ROCm \l ROCm Runtime + Rocprofiler SDK

runtime initialization (7) Submit the modified

(3) Report intercepted kernel kernel launch command [
| launch compute queue command to the GPU
LD_PRELOAD ____________T__)
e | .
I Luthier’s LLVM-based pipeline ! (6) Load into
| (4) Discover . ROCm runtime +
Il  teachable kernel ©G)] ITTC(?mPﬂe Instrume.nted code | cache for future
1| code and raisc to = Kernel Code MIR > specialized object . I runs + ovetrride
. Representation instrumentation [ Stand-alone binary I kernel launch
I LLVM Machlﬂe Code + link containing
| IR (MIR) the instrumented kernel I tc;:rpm*;md to rtuz
e instrumente
| |
kernel
| Instrumentation logic (LLVM IR) l e
| Written by the tool author in HIP and |
| embedded in the tool’s FAT binary |
A e . . T e e o o o o o o o o o o — |
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On-going Luthier Enhancements

" Support for instrumenting more complex applications

" e.g., device code with stripped symbols

= Support for 1solated testing of internal components
* Adding LLLVM Integrated Tester (LIT) testing infrastructure to
tame the growing complexity of Luthier LLVM passes and the
supported GPU targets
= Overall improvements to the programming model

= Raise the level of abstraction for instrumentation

" Increase reusability and independence of components

* Increase user control over the instrumentation process O matinraayai/Luthier
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https://github.com/matinraayai/Luthier
https://github.com/matinraayai/Luthier

Dealing with (AMD) GPU

Application Complexities




Observations

= Unlike host DBI, most GPU DBI frameworks are automated static, not
truly dynamic

= No code discovery or course-correction 1s happening during the kernel’s execution

" Most DBI GPU frameworks assume the inspected code is “well-
behaved”:

= All possibly executed device code is discoverable in a single code object via a linear top-
to-bottom scan and queries from the underlying runtime driver

= The host portion of the application always go through “sanctioned” channels to load
its code

= Luthier is positioned to support these complex scenarios
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Stripped Symbol Tables

Symbol table '.dynsym' contains 4 entries:

Num: Value Size Type Bind Vis Ndx Name
0: 0000000000000000 O NOTYPE LOCAL DEFAULT UND
1: 0000000000001a00 172 FUNC GLOBAL PROTECTED 7 _Z3fooPii
2: 0000000000000800 64 OBJECT GLOBAL PROTECTED 6 _Z3fooPii.kd
3: 0000000000003c£f0 1 OBJECT GLOBAL DEFAULT 10 __hip_cuid_3£f75d[...]

= An application may decide to strip its

Symbol table '.symtab' contains 18 entries:

b b b Num: Value Size Type Bind Vis Ndx Name
dCVlCC COd€ Ob]CCt Symt ab section 0: 0000000000000000 0 NggYPE LOCAL DEFAULT UND
1: 0000000000001900 28 FUNC  LOCAL DEFAULT 7 _Z3bari
2: 0000000000000004 0 NOTYPE LOCAL DEFAULT ABS _Z3fooPii.num_vgpr
" The GPU DBI framework would not be 3: 0000000000000000 O NOTYPE LOCAL DEFAULT ABS _ZBfooPii.num_agr
. ) 4: 0000000000000021 0 NOTYPE LOCAL DEFAULT ABS _Z3fooPii.number[...]
able to easﬂy locate aﬂ Statlcaﬂy reachable 5: 0000000000000000 0 NOTYPE LOCAL DEFAULT ABS _Z3fooPii.privat[...]
6: 0000000000000001 0 NOTYPE LOCAL DEFAULT ABS _Z3fooPii.uses_vcc
COdC bCfOI'C the ﬁI'St launch 7: 0000000000000000 O NOTYPE LOCAL DEFAULT ABS _Z3fooPii.uses fl...]
8: 0000000000000000 0 NOTYPE LOCAL DEFAULT ABS _Z3fooPii.has_dy[...]
= N ddi i red b devi 9: 0000000000000000 0 NOTYPE LOCAL DEFAULT ABS _Z3fooPii.has_rel[...]
O paading 1S require ctween aevice 10: 0000000000000000 0 NOTYPE LOCAL DEFAULT ABS _Z3fooPii.has_in[...]
. . 11: 0000000000000001 0 NOTYPE LOCAL DEFAULT ABS amdgpu.max_num_vgpr
functions in AMD GPUs 12: 0000000000000000 O NOTYPE LOCAL DEFAULT ABS amdiﬁu.max_num_agir
13: 0000000000000020 0 NOTYPE LOCAL DEFAULT ABS amdgpu.max_num_sgpr
14: 0000000000002c80 0 NOTYPE LOCAL HIDDEN 8 _DYNAMIC
15: 0000000000001a00 172 FUNC  GLOBAL PROTECTED 7 _Z3fooPii
16: 0000000000000800 64 OBJECT GLOBAL PROTECTED 6 _Z3fooPii.kd
17: 0000000000003c£0 1 OBJECT GLOBAL DEFAULT 10 __hip_cuid_3f75d[...]
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Calling Externally-Sourced Device Functions

__global__ void myKernel(int* array, unsigned long long devFunc, int n) {
int tid = blockDim.x * blockIdx.x + threadldx.x;
if (tid < n) {
auto *myFunc = reinterpret_cast<int (*) (int)>(devFunc);

array[tid] = myFunc(array[tid]);

= No way to determine all reachable device code for this kernel statically

" devFunc could be any device function inside or outside myKernel’s code object

= Cannot cache myKernel’s instrumented version

ubsequent invocations mi ass a device function loaded after mvKernel was instrumente
= Subsequent t ght p d function loaded after myK 1 t ted

= Fasy for the instrumented code to escape into original code’s address space
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Overlapping Functions and Overlapping

Instructions

0x1700 <upper_func>:
v_add_nc_u32_e32 v0, 1, vO0 // 44000081
0x1704 <lower_func>:
v_add_nc_u32_e32 v0, 2, vO // 44000082
s_setpc_b64 s[30:31] // BES0201E

= Functions with overlapping logic (upper)
and instructions with overlapping bytes

(lower) can occur in AMD GPUs
= AMD GPUs have variable-length instructions

" Same size padding requirement as the minimum
instruction size

overlap_kernel:

s_cmp_lt_u32 s0, 5

s_cbranch_sccO main_path

s_getpc_b64 s[10:11]
.Lpc_pos:

. . . s_add_u32 s10, s10, (end_p - .Lpc_pos)
" These issues were also reported for x86 binaries

by X. Meng and B. Miller in “Binary Code Is
Not Easy”, ISSTA ’16

s_addc_u32 s11, s11, (end_p - .Lpc_pos) >> 32
s_setpc_b64 s[30:31], s[10:11]

main_path:
. . . . . s_mov_b32 s3, 0xbf810000 // imm op encodes s_endpgm
" In-place instrumentation is not feasible in

this scenario overlap_kernel_end:

.size overlap_kernel, overlap_kernel_end - overlap_kernel

.set end_p, main_path + 4 // Points to s_endpgm
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The Devil 1s in the Wave State

" Depending on a wavefront’s state, a simple instruction can have statically undetermined behavior

" Detailed instruction semantics and a symbolic evaluation system is required to reason about uses
and definitions of an instruction

= Register scavenging would not work otherwise

VGPR Indexing in GFX9:
MODE.GPR_IDX_EN = 1

MO[7:0] = x | Executed Instruction:
MO[12] =1 | v_ADD_U32 v(0 + x), v(6 + x), v(7 + X)
MO[13] =1

Encoded instruction: MO[15] =1

V_ADD_U32 vO, v6, v7

Out-of-bounds
behavior: Executed Instruction:
Kernel allocated 4 | V_ADD_U32 vO0, vO, vO
VGPRs per wavefront

y

Executed Instruction:
V_ADD_U32 vO0, v6, v7

\ 4

Otherwise
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Device Code Side-Loading And Third-Party

GPU Runtimes

" Recently ROCr started to allow

allocating memory pools with towied [ 1o, Runime AMDVLE / RADY ) Mesa 3D dvers )
executable privileges
= An application can write its own code
loader on top of the pool allocator et SPACE | pcakme/KFD Thunk libdsm,/libdem_amdgpu
= An application can even write its own l 1
runtime directly on top of the GPU . '
dﬂveﬂ Entey Points amdkfd ioctls amdgpu DRM ioctls
" For example, Spectral Compute’s SCALE \/
runtime, TIHYC orp’s TinyGra d Kernel Drivers amdgpu Linux Kernel Driver
= A GPU DBI framework should not -
. . . Hardware [ AMD GPU ]
assume anything about the origin of
the loaded code
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Work-in-Progress Solutions




Adopt Host DBI Code Discovery Strategies

* Luthier now discovers Trace Groups of
reachable device code starting from an
initial entry point
= An entry point can be a kernel descriptor

or a plain device address

* Device code’s memory allocation is linearly
scanned and disassembled from top to
bottom

= Direct branches are followed and added to
the trace group

* Reaching an indirect branch, terminator, or
any call instructions ends the trace

" Trace groups are then converted to
individual 1.LILVM machine functions

= Code object information is used as a
hint when available:

= E.g, for naming discovered functions or

adding debug symbols

= Supports overlapping instructions and
functions

M A T\

Luthier’s Code
Discovery Pass

Original Kernel’s

Assembly Code

Raised LLVM
MIR

_Z3barv:
s_waitcnt vment(0) expcnt(0) lgkment(0)
s_setpc_b64 s[30:31]

_Z6kernelv:
s_mov_b32 s32, 0O
s_getpc_b64 s[0:1]
s_add_u32 s0, s0, _Z3barvQ@rel32@lo+4
s_addc_u32 sl1, sl1, _Z3barv@rel32@hi+12
s_swappc_b64 s[30:31], s[0:1]
s_endpgm

name: _Z6kernel

bb.0 (%ir-block.0):
$sgpr32 = S_MOV_B32 0 !9
$sgprO_sgprl = S_GETPC_B64 !14
$sgpr0 = S_ADD_U32 $sgpr0, 4294967032 !20
$sgprl = S_ADDC_U32 $sgprl, 4294967295 127
$sgpr30_sgpr31 = S_SWAPPC_B64 $sgprO_sgprl !32

name: _Z3barvx0x0

bb.0 (%ir-block.0):
S_WAITCNT .Vmcnt_O_Expcnt_O_Lgkmcnt_0 !200
S_SETPC_B64 $sgpr30_sgpr31l !203

name: _Z6kernelvxOxic
bb.0 (%ir-block.0):
S_ENDPGM O !'117
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AMD GPU Instruction Semantics

= Written in LLILVM TableGen

" Translates individual AMDGPU instructions to a
sequence of low-level LLVM IR operations

" Custom TableGen backend generates C++ code
used to translate raised machine functions

= Can handle indirect and out-of-bounds register
accesses

= Translated IR instructions is then used to:
* Discovering statically reachable code

* Reasoning about register liveness and values

= Can also provide a high-level abstraction over
instrumentation

= LLVM IR is more approachable to beginners

" Needs to be verified on real hardware using a
fuzzer

" Most of the semantics were generated using Al by reading
AMD’s public documentation and LLLVM TableGen records

i Luthier’s Trace
Raised LLVM
MIR (Previous / IR Translator

Slide) l

define weak protected amdgpu_kernel void @_Z6kernelv() #0 {
%5 = call i64 @llvm.amdgcn.s.getpc(), !pcsections !'14, !luthier.reg !17

%11

= add i64 %10, 4294967032, !pcsections !20
%18 = add 164 %17, 4294967295, !pcsections !27
tail call void %31(i32 %25, i32 %28, ... 80 args ...), !pcsections !32
unreachable, !pcsections !32

X
define private void @_Z6kernelvxOx1c(<79 x i32>) #3 137 {
call void @llvm.amdgcn.endpgm(), !pcsections !117

unreachable, !pcsections !117

}
define private void @_Z3barvx0x0(<79 x i32>) #5 1120 {
call void @llvm.amdgcn.s.waitcnt(i32 0), !pcsections !200

tail call void %87(i32 %0, i32 %1, ...

unreachable, !pcsections !203

), !pcsections !203

}
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Host Calls to JI'T Instrument Unseen Code

= Luthier generates a “relocatable” copy of
the original code

= Any reads of the program counter is patched to
point to its un-instrumented address

" The program only sees the original address space

* Indirect jumps and calls must be
redirected to their instrumented versions

= Redirection for statically discovered entry points
happens on the device

= If the reached entry point was not seen before,
the host 1s notified

= Host can then generate and load newly
instrumented code and notify the device

= Exactly what the hypervisor does in host DBI

v

address

Indirect jump
to instrumented
\\

(4) No; Notify the
host about the
missing entry point

4 .
Device Host
4 N .
Instrumented Luthier Tool
Kernel before
petforming an ©) .InStfument
indirect jump Orioinal to s.tar'tmg from the
\_ Y g missing entry point
* Instrumented
Entry Point l
(1) Perform Address Map
lookup of known LLVM
entry points and Instrumentation
their instrumented Pipeline
address
@) Is l
iddresj (6) Toad newly
ound: instrumented code,
update address map,
(3) Yes notify device of the

newly instrumented
target address




Perform Interception at the IOCL Level

= Intercepting AMDGPU IOCTL
commands is the only way to support

virtually all AMD GPU applications

= Low-level runtime interception i1s still
necessary
= Provides extra information about the code
objects used to load the device code

= Currently investigating feasibility and
tradeoffs of IOCTL interception
compared to low-level runtime

" E.g., how can compute queues be software

wrapped for intercepting kernel launches
similar to ROCr

M A T\

ROCr Runtime AMDVLK / RADV Mesa 3D drlvers'
(radeonsi, rady, rusticl)

\

hsakmt/KEFD Thunk

Low-level
Runtimes

User space
kernel drivers

libdrm/libdrm_amdgpu

l l

amdkfd 1octls

Kernel ioctl

Entry Points amdgpu DRM ioctls

Kernel Drivers amdgpu Linux Kernel Driver
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Conclusion And Final Thoughts

" GPU DBI frameworks can:

" Only rely on what the hardware and the kernel driver sees

= Especially those with an open software ecosystem

" Treat information from low-level runtimes as hints

" Detailed GPU ISA semantic information 1s necessary for correct
instrumentation of device code

" For calculating register liveness and reachable code
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Backup Slides



Self-Moditying Code

= Applications can use underlying GPU

runtime’s APIs to locate their loaded device Host Device
COde address Modify device
. code via host- Loaded
= Same APIs used by the GPU DBI frameworks Application device Memory Device Code ]
* There is nothing stopping the underlying v il )

y : ot " : Locate loaded Modity device
application from modifying its device code ocate foace N oy aenee
aftef 1t 1S 1oad€d ; global memory
= Can be done from both host and device etreenons

. . GPU Runtime APIs 4
= Example use-case: implement a special ELF (ROCr/HSAKMT /IOCTLs) Device Cod
relocation type not supported by the underlying Modifior Kormel
runtime

" The GPU instrumentation framework must
monitor all memory copies to detect code
modification and invalidate their code cache
accordingly
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AMDGPU Mock Loader

= Testing and developing the code generation
portion of a GPU DBI framework is non-trivial

" Instrumentation passes need to inspect GPU memory
directly

= Testing the naive way:
= Have access to a representative sample of GPUs Luthier Low-level GPU

, Instrumentation  e—)
" Load the code objects onto the GPUs

= Have the passes inspect the GPU memory allocations
directly via GPU runtime APIs

= Drawbacks:

" Development and testing the passes requires access to
multiple generations of GPUs

runtime (e.g. ROCr)

Pass

= Harder to checkpoint code generation pass pipeline

* Must always start from the beginning
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AMDGPU Mock Loader

= A level of indirection is introduced to abstract away the
details of accessing target device memory

= For testing, instead of loading device code onto device
memory, we instead load it onto host memory

. Memory
Ldsies Allocation
= This 1s done via Luthier’s AMDGPU Mock Loader Instrumentation =
Pass Accessor (LLVM
* The mock loader supports loading and dynamically Analysis Pass)

linking HSA and Mesa (graphics) code objects

= LLLVM LIT can be used to test every stage of Luthier’s
code generation in a CI pipeline without access to an

AMD GPU

M A T\

Low-level
GPU runtime

Mock Loader




The Kernel Argument Expansion Challenge

amdhsa.kernels:

" Instrumentation logic usually needs its own | - ...
Set Of arguments - .address_space: global

.name: array.coerce
. .offset: 0
" They need to be passed alongside the .
Ol'lglﬂal kernel argumeﬁt } .valué_kind: global_buffer
= Kernel argument buffer size might be o .
un Sp eclﬁed . v:iue;l.cind : ‘tl)z_value
= Code object’s metadata might not be present nor .size: 4
.value_kind: hidden_block_count_x
correct - .offset: 20
.size: 4

" Must pass extra arguments without relying rous. cemment ixed eise: 0
on re-using or extending the kernel’s e
o ernarg_segmen _Slze:
argument buffer
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Passing Kernel Arguments to

Instrumentation Logic

" Instead of extending the original
kernel’s argument buffer, create a

Instrumentation Arguments
|

new one solely meant for ! '

Original kern. ‘ Implicit Instrumentation Args

Instrumentation logic Explicit Arguments |, "Address | (blockDim, host call buffer, ..)

" Pass the instrumented arguments to
the kernel instead

Original Kernel
Arguments

* Instrumented kernel’s prologue logic
will store back the original
arguments after it’s done processing
the instrumented arguments
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